Abstract-Security has always played a critical role in wireless cooperative communication systems design. Eavesdropping and jamming are two common threats to the information security in wireless networks. However, jamming can be used in a cooperative manner to enable a secure communication link between the legitimate transmitter and the intended receiver. This paper presents a comprehensive survey on different jamming methods used to enhance the physical layer security. This survey outlines first the underlying concept and challenges with respect to security in wireless network design followed by a comprehensive literature review and analysis of jamming techniques with their applications in this field. For each jamming protocol, the paper categorizes different techniques within the existing literature by elaborating on their application, and corresponding performances.
I. INTRODUCTION
Wireless communications is playing an integral part in our lives and also has a significant social impact. Privacy and confidentiality with respect to the transmitted information over the wireless medium becomes vital, especially for applications concerning medical information, e-banking, and e-commerce. However, wireless communications are often vulnerable to eavesdropping and signal interception [1] . Many security tasks are involved in wireless networks design, like integrity and confidentiality checks, authentication, spectrum access control [2] , [3] . Confidentiality refers to the prevention of unauthorized information disclosure. Integrity ensures that the transmitted information is utilized and modified by the legitimate user. Authentication refers to the identity confirmation of different terminals. Spectrum access control refers to prevention of denial-of-service type attacks. Conventionally, these security tasks are addressed mostly in the upper layers of the network protocol stack using cryptographic encryption and decryption methods. When employing symmetrickey cryptosystems, the two users have to share a common private key to encrypt and decrypt the confidential message [1] . However, for the secret keys sharing, this requires a secure channel or protocol. The difficulties in secret key distribution and management [4] lead to security vulnerabilities in wireless systems. Alternatively, public-key cryptosystems allow the use of a public key for encryption and a separate private key for decryption. The public key is available to all users whereas the private key is known only to the receiver. However, the cryptographic methods rely on the computational hardness on decrypting the message to achieve security when the secret key is not available. As the computational power increases, e.g., with the development of quantum computers, the computational hardness of certain mathematical problems, for which the encryption and decryption are based on, may no longer hold, causing many current cryptosystems to break down [1] . Many coding and signal processing techniques in the physical layer have been developed in the recent years, to support and to further enhance security in wireless systems, many researchers have made contributions to find alternative security solutions to fit the requirements of the current and emerging wireless networks [5] - [8] . Even though the fast channel variations and the wireless medium's broadcast nature may cause additional challenges, physical layer security technique exploits the properties of the wireless transmissions to secure the communication channel in a better way [1] .
Interference, in general, is regarded as undesired phenomenon in wireless communications. But in secure communications, interference can benefit the system if it is used in a proper way. The idea is to create an interference and put the eavesdropper in a disadvantage comparing to the legitimate nodes [9] . Several applications use interference to increase the security in the physical layer, one of the security applications that has become a very common and promising technique in the physical security field is the cooperative jamming which is accomplished by the friendly terminals in which one of the legitimate parties sacrifices his entire rate to jam the eavesdropper.
In this paper a continuation and update of the recent achievements in the field of physical layer security is presented with emphasis on different jamming methods and protocols of such schemes. Hence, our contribution can be summarized as follows: 1) Providing a brief overview of physical layer system model and the challenges in this field. 2) Developing a literature review of the different jamming techniques within the existing recent literature with their advantages and disadvantages, followed by a discussion on their subsequent application. The remainder of this paper is outlined as follows. The concept of physical layer security is depicted in Section II. Cooperative Jamming and techniques to enhance physical layer security via cooperative jamming are presented in section III. Finally, the concluding remarks are given in section IV.
II. PHYSICAL LAYER SECURITY AND COOPERATIVE JAMMING

A. Physical Layer Security
As shown in Fig. 1 , a generic wireless communication network model which consists of three nodes is taken into consideration: the legitimate transmitter (Alice), the intended receiver (Bob) and the eavesdropper (Eve). The link between Alice and Bob is called the main channel, while the link between Alice and Eve is named as a wiretap channel. This model exemplifies the specific features of most multiuser secure communication systems. The secrecy capacity is defined as the maximum achievable secrecy rate. In [10] , the secrecy capacity over additive white Gaussian noise (AWGN) channel C s,A and Rayleigh fading channel C s,R are given by , respectively. In Fig. 2 , an average secrecy capacity of Rayleigh fading channel is compared (equation (2)) with that of Gaussian wiretap channel (equation (1)). Strikingly, one can observe that the secrecy capacity over Rayleigh fading channels is higher than that of an AWGN channel, in other words, we can use the fading property of the physical layer channel to decrease the SNR of wiretap channel. Besides using the fading characteristics of wireless channel, many other methods are applied to improve the secrecy performance of the wireless communication systems. All the existing physical layer security methods in [3] are classified into five major approaches: theoretical secrecy capacity, multiple-input-multipleoutput (MIMO) channel, coding schemes (channel coding and network coding), power allocation, and signal design (artificial noise). Additionally, cooperative relay [11] - [13] , cooperative jamming [14] and energy harvesting [15] are other useful methods. Among the aforementioned methods, cooperative jamming is a promising technique and has attracted significant attention. It was originally proposed for a multiple access wiretap channel, where multiple legitimate users wish to have simultaneous secure communications with an intended receiver in the presence of an eavesdropper.
B. Cooperative jamming
Cooperative jamming is a special technique where artificial noise is introduced by a helpful interferer to confuse the eavesdropper.
In the following section, we will introduce the cooperative jamming techniques which are used to enhance the physical layer security. To improve the secrecy capacity, we should either increase the legitimate receiver's SNR or decrease the eavesdropper's SNR. A natural approach by which to achieve the latter (decreasing the eavesdropper's SNR) is to introduce interferers into the system.
C. Artificial Jamming Signals types
Cooperative jamming depends on creating the interference at the eavesdropper's side, many artificial jamming signals are used and could be divided into four categories [16] : 1) Gaussian noise: which is the same as the additive noise at the receiver [17] - [19] .
2) Jamming signals which are priory known at legitimate receivers, which has an impact only on the eavesdropper's performance. This type of signals is better than the previous one because the jamming signals don't affect the legitimate receiver [20] , [21] . 3) Random codewords of a public codebook which is known by all the nodes including the eavesdroppers, so the legitimate receiver has the ability to decode and cancel the jamming signals, even though it requires a complicated self-interference cancellation receiver to decode the codewords [22] . 4) Useful signals for the other legitimate nodes; like the downlink and the uplink of the neighbouring cells [23] , signals of multiple simultaneous source-destination pairs [24] , or signals of the invited cognitive ratio users [25] and [26] , this type is difficult to apply because of the change of the multiple transmission pairs. Many applications are used in conjunction with the cooperative jamming strategy to enhance the performance and increase the security, these include the usage of multiple antennas, beamforming, game theory, and power allocation methods.
III. APPLICATION OF COOPERATIVE JAMMING
A. Cooperative Jamming with Multiple Antennas and Beamforming
Many works apply multiple antennas method with cooperative jamming technique to enhance the physical layer security [15] , [27] - [32] . The authors in [27] assume a scenario that the base station has to send multiple independent data streams to multiple legitimate users; during the transmission, many eavesdroppers with multiple antennas have interests in the transmission stream of the base station. The eavesdroppers may collude or not, and maximize the signal-to-interferenceplus-noise ratio (SINR) of the desired streams using the beamforming method. The cooperative jammer will work on keeping the SINR at the eavesdroppers below a certain threshold level to guarantee a confidential transmission between the base station and the legitimate users. Another scenario in [29] studies the Gaussian wiretap channel's secrecy capacity aided by an external jammer. Each of the receiver and the transmitter has a single antenna, while the jammer and the eavesdropper are equipped with multiple antennas. The authors in [30] reveal a scenario for secure transmission within a two-hop amplifyand-forward relay network scheme, such that for large number of antennas at the source, the ergodic secrecy capacity (ESC) is independent of the number of antennas; whereas, for a large number of antennas at the destination, the ESC is dependent on the number of antennas.
Beamforming is a very efficient method also when it is used with the cooperative jamming technique. However, these two techniques are adopted separately in most works [11] , [12] , [32] - [34] . In [12] , a scheme with joint cooperative jamming and beamforming is proposed to enhance the security of a cooperative relay network, where part of the nodes uses a distributed beamforming mechanism while the others jam the eavesdropper simultaneously. In [33] , another scheme of using the beamforming is proposed; by preventing the eavesdroppers from using the beamformers to suppress the jamming signals. It uses also two orthogonal dimensions for transmitting and receiving signals. A hybrid cooperative jamming and beamforming scheme is proposed in [34] also; the idea is in both cooperative transmission phases, some intermediate nodes relay the signals to the legitimate receivers by adopting the beamforming distribution, while, simultaneously, the other nodes jam the eavesdropper, which eventually leads in protection of the transmitted data. The authors in [11] develop an optimal relay assignment algorithm to solve the secrecy capacity maximization problem, and a smart jamming algorithm is proposed to increase the secrecy capacity of the system.
B. Cooperative jamming with Power Allocation method
Since the system's performance in cooperative jamming depends highly on the jamming strategy as well as the power level of the jamming [9] , three power allocation strategies are derived in [9] to minimize the outage probability of the secrecy rate, besides that, three kinds of jamming power allocation schemes are proposed according to the available channel state information (CSI) at the destination to minimize the outage probability. The authors in [28] propose another scenario investigates the MISO channels with power splitting scheme used by the legitimate receiver to split the received signal for both information decoding and energy harvesting. Another power allocation method in [16] is analysed in which the source nodes should send jamming signals as a part of their power instead of hiring extra nodes to jam the eavesdropper. Two types of jamming signals are analysed; a priori known jamming signals at the source nodes, and unknown jamming signals at the source nodes. A major finding reported in this work is that, if the jamming signals are known a priori at the source nodes, the secrecy capacity is improved significantly when compared to the scenario in which the jamming signals are unknown at the source nodes. In [35] , a linear precoding scheme is utilized at the base station, which exploits transmit diversity by weighting the information stream, this is studied with the cooperative jamming strategy. An optimal solution is obtained when the number of antennas at the friendly jammer is no less than the total number at the eavesdropping antennas. The authors in [36] propose a sequential parametric convex approximation (SPCA) based algorithms to address the power allocation optimization and maximize the ergodic secrecy rate (ESR) lower bound, and then it is shown that the optimized power allocation tends to allocate more power to the jamming signals to improve the secrecy capacity. An optimal relay selection criterion and power allocation strategy are derived in [37] between the jamming signals and the confidential information for the ESR maximization. Another study in [38] shows that a helper node should allocate its power as a jammer or as a helper depending on the locations of the helper and the eavesdropper.
C. Jamming Policies
Several policies are proposed for relay selection [39] - [41] . In [39] , four relay selection policies are proposed and compared, namely random relay and random jammer, random jammer and best relay, best relay and best jammer, and best relay and no jammer; and it characterizes the joint impact of the proposed relay selection policies and the interference power constraint on the secrecy performance by deriving new exact closed-form expressions for the secrecy outage probability; it is shown then that the jammer's absence gives rise to the outage saturation phenomenon. Two relay and jammer selection methods are developed in [41] for minimizing the secrecy outage probability; in both these selection methods, each intermediate node knows its own role while the knowledge of the jammer and relay set is kept secret from all the eavesdroppers. It is shown that maintaining the privacy of the selection result improves greatly the secrecy outage probability performance. This work assumes a decode and forward relay system, in which the source communicates with the destination through many intermediate nodes in the presence of several passive eavesdroppers. The intermediate nodes act as either jammers or as conventional relays to hinder the eavesdroppers from intercepting the signal of interest. The destination broadcasts information that allows the intermediate nodes to determine whether they will serve as relays or jammers, but this information does not allow the eavesdroppers to know the selection result. In [9] , a scheme is provided which has a destination, relay and a source; the destination starts to send jamming signals towards the eavesdropper while the source is sending the message to the relay, and the destination then removes the jamming noise perfectly via self-interference cancellation at the second phase. Another scheme in [42] is provided; in the first phase, the source transmits the information bearing signal, simultaneously as it cooperates with the destination in jamming the eavesdropper without interference at the relay. In the second phase, a relay is selected optimally, which transmits the decoded source signal, at the same time, this relay cooperates with the source to jam the eavesdropper without creating interference at the destination. The authors in [43] propose a new transmission scheme, where the relaying group and the jamming group are constructed together, this scheme enables to block the eavesdroppers simultaneously and further increase the signal-to-noise ratio at the destination. In [13] , attack strategies are investigated in a multi-relay network that consists of both malicious and cooperative relays, where the malicious relays are given the freedom to listen to the source in the first phase (so that they can send interfering signals in the second phase), or to directly emit jamming signals in both phases. Subsequently, it is shown that the malicious relays should attack in both phases rather than just listening in the first phase and attack in the second phase. On the other hand, the opportunistic cooperative jamming and the opportunistic relay chatting schemes are compared in [44] . It is shown that the chatting scheme is better for implementing the relay nodes to jam the eavesdropper in the both phases comparing with cooperative jamming scheme in which only the eavesdropper jams in the first phase.
Moreover, jamming policies using game theory methods are proposed in [13] , [45] - [47] . In [45] , a scheme of two user multiple-input-single output Gaussian interference channel is considered, where each transmitter aims to maximize the difference between its secrecy rate and the other's secrecy rate, in this scheme, the weaker link tries to minimize the extra secrecy rate of the other transmitter, while the transmitter with the stronger link tries to maximize it. This paper uses Nash equilibrium strategy as a solution in its scheme. A multi-relay network is considered in [13] that consists of both malicious and cooperative relays, and applies Nash equilibrium game strategy on its scheme, by modelling the cooperative relays set and the malicious relays set as two players in a zero sum game with the maximum achievable rate as the utility. The authors in [46] propose another game-theoretic model, Stackelberg game, with the legitimate parties being spectrum owners acting as a game leader, and the set of the assisting jammers which are constituting the follower. It shows that when the potential jammers' number increases, utility of a chosen jammer for any scheme will start to decrease as the legitimate parties can be more aggressive when leading the game. In [47] , a smart jammer can quickly learn the transmission strategies of the legitimate transmitters, then he would adjust his strategy to damage the legitimate transmission. Meanwhile, the transmitters are aware of the existence of the smart jammer. This antijamming scenario is modeled as a Stackelberg game, where the leader is the source node and the follower is the jammer. It is shown that the optimal power control strategies obtained from the Stackelberg equilibrium game can decrease the damage caused by the jammer.
IV. CONCLUSION
Unlike its conventional applications, jamming techniques are used to enhance the security of transmission in wireless communication networks. In this paper, we have surveyed the different challenges related to the physical layer security in wireless networks and we developed a literature review of the different jamming techniques within the existing recent literature with their advantages and disadvantages.
Based on this review we can conclude that there are still many issues to be resolved around jamming techniques applications such as communication architectures for energy harvesting, protocols, and interference management.
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